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Enumeration and Scanning 

 For this assignment, we had a vulnerable machine on the same network as out kali boxes, 

and we needed to find out information about the vulnerable machines. We needed the IP 

addresses, server versions, what we used to find it, and evidence of all this.  

 First, I started an NMAP scan using the -sC and -sV options and on the entire network of 

10.120.1.0/24 and found these two suspicious machines. 

There are a lot of open ports so these must be the vulnerable 

machines we need to find. Although it doesn’t say which 

machine has which OS, I believe that the machine with the 

address 10.120.1.147 is a Windows box, because of the 

service open on port 139. I also believe the machine with the 

address 10.120.1.146 is a Linux machine. I can do another 

scan to help figure this out. “namp -sC -sV -script vuln 

10.120.1.0/24” finds out which services are running and tries 

to find a vulnerability for these. In doing this I can see that the 

10.120.1.146 machine is running a mysql server that is 

configured for Linux, so my assumptions are correct.

 


